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Introduction

Abstract

This document proposes a standard for G4-byte Schnorr signatures over the elliptic curve
secp256HL

Copyright

This document islicensed under the 2-clause BSD license.

Motivation

Bitcoin has traditionally used ECDSA signatures over the secp256k1 curve with SHA256 hashes
for authenticating transactions. These are sandardized, but have a number of downsides com-
pared to Schnorr signatures over the same curve:

. In more detai, they are strongly un-
forgeable under chosen message attack (SUE-CM4)'in the random oracle model assuming the
hardness of the elliptic curve discrete logarithm problem (ECDLP) and in the generic group

model assuming variants of preimage and second preimage resstance of the used hash
function”. Tn contrast, the best known results for the provable security of ECDSA rely on
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malleable. On the other hand, ECDSA signatures are inherently malleable ; a third parcy with-
out access to the secret key can alter an existing valid signature for a given public key and mes-
sage into another signature thatis valid for the same key and message. This ssue is discussed in
BIPG2 and BIP146.

* Linearity: Schnorr signatures provide a simple and efficient method that enables multiple col-
Iaborating parties to produce a signature that i valid for the sum of their public keys. This is
the building block for various higher-level constructions that improve effciency and privacy,

For al these advantages, there are virtually no disadvantages, apart from not being standardized.
This document secks to change that. As we proposc a new standard, a number of

The second option offers the greatest compatibility with existing key generation systems, where
the standard y y the
Y coordinate, plus the full X coordinate. To avoid graruitous incomparibilcics, we pick that op-
tion for ,and thus our X-only public keys become equivalent to a compressed public key thatis
the X-only key prefixed by the byte 0302, For consistency, the same is done for R

Despite halving the size of the set of vald public keys, implicit Y coordinates are not a reduction
in security Informally if a fast algorithm existed to compute the discrete logarithm of an X-only
public key, then it could also be used to compute the discrete logarithm of a full public key: apply
it to the X coordinate, and then optionally negate the result. This shows that breaking an X-only
public key can be at most a small constant term faster than breaking a full one.

Vi

ness is expensive, 16 random bytes can be padded with 16 null bytes to obtain a 32-byte array. If

randomness is not available at all at signing time, 2 simple counter wide enough to not repeat in
practice (e.g, 64 bits or wider) and padded with null bytes to 2 32 byte-array can be used, o even
the constanc array with 32 null bytes. Using any non-repeating value increases protection against
fault injection attacks. Using unpredictable randomness additionally increases protection against
other side-channel attacks, and is recommended whenever available. Note that while this means
the resulting nonce is not deterministic, the randomness is only supplemental to security. The
normal security properties (excluding side-channel attacks) do not depend on the quality of the
signingtime RNG.

Alternative Signing
that igni beused o valid
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below and in Bi 1. To make sure hashes used

another one, hash functions can be tweaked with a context-dependent tag name, in such a way
beinfeasible. Such

ruled out completely, but only for schemes using tagging with a unique name. As for other
schemes collisions are at leas lesslikely with tagging than withou

For example, without tagged hash

where the only difference is that the arguments to the hash function are reordered. Worse, if the
tion was copicd
in the other

ly created, then be

“This proposal suggests to include the tag by prefixing the hashed data with SHA256(tag) ||
‘SHA256(tag). Because thisis a 64-byte long context-specific constant and the SFA256 block size
is also 64 bytes, optimized implementations are possible (identical to SHA256 itslf, but with a
modified inicial stae). Using SHA256 of the tag name itself i reasonably simple and efficient for
implementations that don’t choose to use the optimization. In general, ags can be arbitrary byte
arrays, but are suggested to be textual descriptions in UTF-8 encoding.

Final scheme As a result, our final scheme ends up using public key pk which is the X coordinate:
ofa point P on the curve whose Y coordinate is even and signatures (;5) where 7is the X coordi-
nate of a point R whose Y coordinate i even. The signature satisfies G = R + tagged_hash(r | pk
[ m)-P.

Specification

The foll ions are used, with defined for secp256kl. We

ing this specification to other eliptic curves is not straightforward and can result in an insecure
scheme’.

not specific to Schnorr signatures can be made:

« Signature encoding: Instead of using DER-encoding for signatures (which are variable size,
and up t0 72 bytes), we can use a simple fixed 64-byte formt.
. Public ey encoding; Instcad of wsing wm}uawl 33-byte encodings of elliptic curve points
today, public keys in 32bytes.
* Batch verification: Th ECDS:
be verified more efficiently in batch compared to individually, unless additional witness data is
d

added. C P
* Completely specified: To be safe for usage in consensus systems, the verification :Igﬂrizhm

ly

narure that i vald to i all. Tl dig-

tal signature schemes, and the lack of exact specification for the DER parsing {of ECDSA signa-

tures has caused problems for Bitcoin in the past, necding BIPG6 to address it. I this docu-

et e sl mest i property by s For e yerlfiaion i iy o
choose their batches,this props h

attacker wh

Pl
verfiaion may only diffs rom individsal eicarions with nq;hglb]c probabil cvn coan

By reusing the same curve and hash function as Bitcoin ses for ECDSA, we are abl to reain ex-
isting mechanisms for choosing sccret and public keys, and we avoid introducing new assump-
iptc curves

Description
‘We first build up the algebraic formulation of the signature scheme by going through the design
choices. Afierwards, we specify the exact encodings and operations,

Design

p m and public key Pgen-
rall mvoive poine &, ntgers  nd s picked by i signer, and the e point G which satisfy ¢
= hash(R || m) and 5:G = R + ¢P. Two formulations exist, depending on whether the signer re-
vealscor R:

1. Signatures are pairs (¢, 5 that satisfy ¢ = hash(s-G - e-P || m). This variant avoids minor com-
plexity introduced by the encoding of the point R in the signature (see paragraphs “Encoding
Roand public key poml B il et il i i i i)
Morcover,
ing of R mhercmlv nceds about 3 byes he hash  can be e bytes,
and a short hash of only 16 bytes suffices to provide SUF-CMA security at the target security
level of 128 bits, However, a maj is a

. L byte arrays.
8 The constant  refersto the field size,
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* Either, pre-hash the application message using st e, where name identifies the context

uniquely (e.g, “Foo-app/signed-bar”),

or prefix the actual message with a 33-byte string that identifes the context uniquely (e.g, the
UTF-S encoding of “foo-app/signed-bar”, padded with null bytes to 33 bytes).

As the two pre-processing methods yield different message sizes (32 bytes vs. at least 33 bytes),
there is noisk of collision between them.

Applications

There are several interesting applications beyond simple signatures. While recent academic papers
claim that they are also possible with ECDSA, consensus support for Schnorr signature verifica-
tion would significantly simplify the conseruetions.

valid her words, this is not a scheme). No ich method i Threshold Signatures

is used to generate the rand value, the value must be a fresh uniformly random 32-byte By means of i their pub-

string which is not even partially predictable for the attacker. For nonces without random- lic keys into a single public key which they can jointly sign for. This allows #-of-n multisignarures
s, p p in “This can be most which, from a vrifer’ perspective,are o different from ordinary signatures, giving improved

reliably accomplished by no reusing Forex- o y ECKMULTISIG o other means.

ample,if the rand value was computed as per RFC6979 and the same secret key s used in deter-
‘ministic ECDSA with RFC697, the signatures can leak the secret key through nonce reuse

Nonce cecti o strengrhe algorithm using a.
second device. In this case, the second device contributes randomness which the actual signer

provably incorporates into its nonce. This prevents cerain atcacks where the signer's device is
dand

selection.

Multisignatures This signature scheme is compatible with various types of multisignature and
threshold schemes such as MuSig?, where a single public key requires holders of multiple secret
keys to paicipae in sing (sec Applicaions below).I¢ s important t0 note that multisigna-

the tion from the default sign-

ing algorithm above (m any other deterministic method).

Precomputed public key data For many uses, the compressed 33-byte encoding of the public key

corresponding to the secrec key may already be known, making it easy to evaluate has_even y(P)

and byies(P). As such, having signers supply this directly may be more efficient than recalculating

the public key from the secret key. However,if ths optimization is used and additionally the sig-

nature verification at the end of the signing algorithm s dropped for increased efficiency, signers
d

must ensure the public key is correctly caleulated and no taken from
Verdfication

Input:

* The public byte array

0 The constant  refers to the curve order,

 'The message m: abyte array

2
* Uppercase variables refer to points on the curve with equation y° = x’ + 7 over the integers
modulo .

G (P)and y(P) areintegers in the range 0.1 and refer o the X and Y coordinates of a poin
P(assuming ts not infinity).
o The constant G refrs to the base poin, for which 1(G) =
ACSSA

The algorithm Verify(pk, m, sig)is defined as:
o Let D=l xfint(pl)s Fnledmﬁ:lx

o Letr=in(sigf032])s il i r > .

i(sigl32:64]); fal .r; >

int(hash 103 0 hattenge £90e50) || bytes(P) || m) mod .
o LetR=5G-cP.

o Railific_infinite(R).

« Falif not has even_y(R).

Morcover, Schnorr signatures are compatible with distributed key generation, which enables in-
teractive threshold signatures schemes, eg, the schemes by Stinson and Strobl (2001), by
Gennaro, Jarecki, Krawezyk, and Rabin (2007), or the FROST scheme including its variants such
a5 FROST3, These protocols make it possible to realize A-of-7 threshold signatures, which ensure
that any subset of size k of the set of n signers can sign but no subset of size less than k can pro-
duce avalid Schnorr signature

Adaptor Signatures

Adaptor signatures can be produced by a signer by offsetting his public nonce R with a known
point T'=1.G,
individual signers’ contributions to a multisignature are called) on the same message with same

rure’s svalue, A o

nonce willthen be equal to the adaptor signature offset by r, meaning that earning £ i equivalenc
o learning a correct signature. This can be used to enable atomic swaps or even general payment
channels in which the atomicity of disjoint transactions is ensured using the signatures them-
selves, rather than Bitcoin

ipt support. The resulting transactions will appear to verifiers to be
o different from ordinary single-signer transactions, except perhaps for the inclusion of locktime
refund logic

Adaptor signatures, beyond the effciency and privacy benefits of encoding script semantics into
constant-sized signatures, have additional benefits over traditional hash-based payment channels
Specificall, the secret values ¢ may be reblinded between hops, allowing long chains of transac-
tions of
the chain. Also, because the secret values are chosen at signing time, rather than key generation
time, existing outputs may be repurposed for different appl
blockehain, even muliple times.

icarions withou recourse to the

Blind Signatures

A blind signature protocol is an interactive protocol that enables a signer to sign a message at the
behest of anocher party withoue leaening any information sbout the signed message o th signa-
wre very simple bli which is be-

cause it vulnerable to Wagner's attack. Known mitigations are to let the signer abort a signing
session with a certain probability, which can be proven secure under non-standard eryptographic
assumptions, o to use zero-knowledge proofs.

Blind Schnorr signarures could for example be used in Partally Blind Atomic Swaps, a construc-
tion to enable transferring of coins, mediated by an untrusted escrow agent, without connecting

“Test Vectors and Reference Code

For development and tesing purpose, we provide a collction of tes vectors in CSV format, a

Sand(G)=
Oui83ADAT72643C 7 55 Ly :
5
o Addition p op: y i
a () of an integer and fers to the repeated Fthe group - p an theface chac -
operation. even Y coordinate. A hvpo(he(icz] verification zlgnmhm that treats points as public keys, and
« Functions and operations: P odd Y is used.
|| reers to byte aray concatenation. A ek e it odd Y soordimt beor Frthee e T
o Thefunct ytearray and i,/ > 0, y acopy would result in a scheme where every (message, signature) pair is valid for two public keys (a type
of the -th byte (inclusive) o the j-th byte (exclusive) of . of malleability that exsts for ECDSA s well, but we don’t wish to retain). We avoid these prob-
o Thef ) he 3 « lems by treating s the X coordinate a public key.
significant bytefrs.
o Thefunmon l/vm(l’} where Pis a point, mm:mw» LR
o where xis 32 byte array Input:

most ugmﬁ(ml hyu first encodin
o The function has_cven_y(F), where Pis  point for which no i_infinite(P),retarns y(7)

mod 2=0
o Thef ift. (), where xis 256 Pfor which

5(P) =" and hay_cven_y(P), o fails i xis grester than p-1 or no such poine exsts The

function lft_+(x) s cquivalent to the ollowing pseudocode

- Eailifx>p.

" Lete=2+7modp.

v Lety=dP modp.

= Railifc# 5" modp.

short hash function is easy. This complicates the implementation of secure signing protocols
in scenarios in which a group of mutually distrusting signers work together to produce a single
joint signature (see Applications below). In these scenarios, which are not captured by the
SUF-CMA model due its assumption of a single honest sgner,  promising attack strategy for
‘malicious co-signers s to find a collision in the hash function in order to obtain a valid signa-
ture on a message that an honest co-signer did not intend o sign.

Signatures are pairs (R, ) thac satisfy -G = R + hash(R || m)-P. This supports batch verifica-
tion, as there are no elliptic curve operations inside the hashes. Batch verification enables sig-
nificant specdups.

Since we would like to avoid the fragility that comes with short hashes, the ¢ variant does not pro-

vide significant advantages. We choose the R-option, which supports batch verification.

Key prefixing Using the verification rule above directly makes Schnorr signatures vulnerable to
“related key attacks” in which a third party can convert a signature (R, 5) for public key Pinto 2
signature (R, s+ a-hash(R || m)) for public key P+ a-G and the same message , for any given ad-
ditive tweak  to the signing key. This would render signatures insecure when keys are generated
using BIP32's unhardened derivation and other methods that rely on additive tweaks to existing
keys such as Taproor.

To these attacks, we choose k

public key i prefixed to the message in the challenge hash input. This changes the equation to 5-G
= R+ hash(R || P | m)-P. Te can be shown that key prefixing protects against related-key attacks
with additive tweaks. In gcntn] key prefixing increases robustness in multi-user settings, e.g, it
(such as MuSig, MuSig2, and

seems to b i ing
FROST) secure (see Appuunom below)

We note that key prefixing is not stritly necessary for transaction signatures as used in Bitcoin

d lready, e m contains
2 commitment to pk. However, this indirect commitment should not be relied upon because it
may change with proposals such as SIGHASH_NOINPUT (BIP118), and would render the sig-
nature scheme unsuitable for other purposes than signing transactions, e, signing ordinary
messages.

Encoding R and public key point P There exist several possibilicies for encoding ellptic curve
points:
1. Encoding the full X and Y coordinates of Pand R, resulting in a 64-byte public key and a 96-
byte signature.
2. Encoding the full X coordinate and one bit of the Y coordinate to determine one of the two
posible Y coordinates. Tk 33-byte public keys and
3B h d lting in 32 byte public keys and

Using the first option would be lightly more eficient for verification (around 10%), but we prior-
itize compactness, and therefore choose option 3.

Implicit Y coordinates In order to support efficient verification and batch verification, the Y co-
oo F 2 o of R oo o b goces ey B X oo s sty pasbe- cocdi
nates). We b

symmetry bre
1. Implicitly choosing the Y coordinate that s in the lower half.
2. Implicily choosing the Y coordinate that is even'.

3. Tmplicicly choosing the Y coordinate that is  quadratic residue (i has a square oot modulo
y2
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point Psuch that ) = xand (P = iy mad 2 = Dor y(P) = p-y

otherwise.
o Thef b ¥ 32-byte hash
se(tag) || 1 i the UTF-§ encoding of name.
Public Key Generation.
Tnput
o 32:by

“The algorithm PubKey(sk)is defined as:
o Lecd’= in(sk).
* Failifd’=0ord
* Return byres(d*G).

Note that we use a very different public key format (32 bytes) chan the ones used by existing sys-
tems (which typically use elliptic curve points as public keys, or 33-byte or 65-byte encodings of
them). A side effect is that PubKey(sk) = PubKey(bytes(n - int(3k), so every public key has two cor

responding secret keys.

* The number « of signarures

* The public keys pk,: # 32-bytearrays

* Themessages ., ubyte amays

« Thesignatures sigy,;: # 64 byte arrays

The algorithm Batch Verify(pky iy 5i¢;.,) i defined as:

* Generate -1 random integers a,, in the range L..n-1. They are generated deerministically
using a CSPRNG seeded by a cryptographic hash of all inputs of the algorichm, ic. sced =
sced_bash{ply.pk, || mpm, || sig
SHA256 and use ChaCha20 with key seed as a CSPRNG to generate 256-bit integers, skip-
ping ntegers notin the range 1.1

« Fori=1
o Let P, = lifi_s{int(pk): il i .

o Letr, = infsig,[0:32]) il f 1, > p.
o Lets;= intfsig3264]) Rl i 5, > .
o Leve; = int(hashpipgsigihatienge011507) || btes(P) || my) mod .
e ) ul i it x(r) .
o Falif(s +azy+ . + 4,5, G# R +azRy+

A safe choice is to instantiate seed_bash with

Ry ey Py (a s okt (4,6,) P,

Ifall (ic., Verify for them), Batch Verify willal-
ways retu If: Verify will ret with at most
anegigible probabilicy.

Usage Considerations

Messages of Arbitrary Size

The signature scheme specified in this BIP accepts byte strings of arbitrary size as input
messges, i undetood st mplemenracions my ek mesages whichae o brge i hee.

Public Key Conversion
As an alternative to generating keys randomly, it is also possible and saf b key
generation ECDSA in a comp: “The secret by such an al

gorithm can be wsed as st direcly. The public keys constructed by such an algorithm (sssuming
they use the 33-byte compressed encoding) need to be converted by dropping the first byte.
Specifically, BIP32and schemes built on top of it remain usable.

Default Signing.

Input:

* The secret key sk: a 32-byte array

* The message m:a byte array.

* Ausiliary random data a: a 32-byte array

The algorithm Sign(sk, m)is defined as:

f has_cven_y(P), otherwiscletd = -d.
* Lettbe the byte-wise xor of bytes(d) and hashrpys40/aus(®)
bashpipossomoncd? || tes(P) || m)".

o Letran

o Letk=Rifhas coen y(R), otherwiscleck=n -’
« Lece = int(hashpiposioipating0yes(R) || bytes(P) || m) mod n.

* Letsig=bytes(R) || ytes((k + ed) mod n).

o I Verifyptes(P), m, sig) (see below) recurns failure, abort

* Return the signature sg.

“The ausiliary random data should be set to fresh randomness generated at signing time, resulting
Using 32 bytes is optimal. If

in what s called a

: BSD-2-Clause - License-Code: BSD-2-

. 5 exceed predefined buffers or would oth-

A

Earler revisions of this BIP required messages to be exactly 32 bytes. This restrction puts a bur-

naive, hig , and non-constant time pure Python 3.7 reference implementation of the
signing and verification algorith as well as the script used to generate the test vectors under the
BSD-2-Clause License, or the MIT License, or CCO 1.0, at your choice. The reference implemen-

ly and not to be used in prod

ation is for ion purp

Changelog

Tohelp BIP, we keepa

* 2022.08: Fix function signature of lift_xin reference code
2023-04: Allow messages of arbitrary size

2024.05: Update “Applications” section with more recent references
* 202504 Changelicense of test vectors and code
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den on allers who typically need to perform pre-hashing of the actual
through SHA256 (or anothercolsion essant cryprographic hash fncion) o create a 321 bylc
digest which can P BIP341)

Since pre-hashing may not always be desirable, e.g,, when actual messages are shorter than 32
bytes, " the restriction to 32-byte messages has been lified. We note that pre-hashing is recom-
‘mended for performance reasons in applications that deal with large messages. If large messages
are not prehashed, the algorithms of the signature scheme will perform more hashing internally.
In particular, the signing algorithm needs two sequential hashing passes over the message, which
means that the full message must necessarly be kept in memory during signing, and large mes.
sages entail a runtime penalty.
Domain Separation
Itis good cryptographic practice to use a key pair only for a single purpose. Nevertheless, there
‘may be situations in which it may be desirable to use the same key pair in multiple contexts, ., to
sign different types of messages within the same application or even messages in entiely different
itcoin plain text messages).

As a consequence, applications should ensure that a signed application message intended for one
context is never deemed valid in 2 different context (e.g, a signed plain text message should never
be misinterpreted as a signed Bitcoin transaction, because this could cause unintended loss of
funds). This is called “domain separation” and it i typically realized by partitioning the message
= Ev:n if key pairs are intended to be sed only within
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