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Abstract

This BIP describes the implementation of a mnemonic code or mnemonic sentence -- a

group of easy to remember words -- for the generation of deterministic wallets.

It consists of two parts: generating the mnemonic and converting it into a binary seed. This

seed can be later used to generate deterministic wallets using BIP-0032 or similar methods.

Copyright
This BIP falls under the MIT License.

Motivation

A mnemonic code or sentence is superior for human interaction compared to the handling
of raw binary or hexadecimal representations of a wallet seed. The sentence could be writ-

ten on paper or spoken over the telephone.

This guide is meant to be a way to transport computer-generated randomness with a hu-
man-readable transcription. It’s not a way to process user-created sentences (also known as
brainwallets) into a wallet seed.

Generating the mnemonic

The mnemonic must encode entropy in a multiple of 32 bits. With more entropy security
is improved but the sentence length increases. We refer to the initial entropy length as
ENT. The allowed size of ENT is 128-256 bits.

First, an initial entropy of ENT bits is generated. A checksum is generated by taking the
first ENT /32 bits of its SHA256 hash. This checksum is appended to the end of the ini-
tial entropy. Next, these concatenated bits are split into groups of 11 bits, each encoding a
number from 0-2047, serving as an index into a wordlist. Finally, we convert these numbers

into words and use the joined words as a mnemonic sentence.

The following table describes the relation between the initial entropy length (ENT), the
checksum length (CS), and the length of the generated mnemonic sentence (MS) in words.

€S = ENT / 32

MS = (ENT + CS) / 11

| ENT | CS | ENT+CS | MS |
oo Gt fommee +
| 128 | 4| 132 | 12 |
| 260 | 51 165 | 15 |
1 192 | 61 198 | 18 |
| 224 | 7] 231 | 21 |
| 256 | 81 264 | 24 |

Wordlist

An ideal wordlist has the following characteristics:

bip-08039/english.txt
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accuse arrest blame capable coach danger drama erupt
achieve arrive blanket capital coast daring drastic escape
acid arrow blast captain coconut dash draw essay
acoustic art bleak car code daughter dream essence
acquire artefact bless carbon coffee dawn dress estate
across artist blind card coil day drift eternal
act artwork blood cargo coin deal drill ethics
action ask blossom carpet collect debate drink evidence
actor aspect blouse carry color debris drip evil
actress assault blue cart column decade drive evoke
actual asset blur case combine december drop evolve
adapt assist blush cash come decide drum exact
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all bachelor brief chase cousin destroy eight faculty
alley bacon bright chat cover detail either fade
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alpha balcony broken chef craft devote elegant false
already ball bronze cherry cram diagram element fame
also bamboo broom chest crane dial elephant family
alter banana brother chicken crash diamond elevator famous
always banner brown chief crater diary elite fan
amateur bar brush child crawl dice else fancy
amazing barely bubble chimney crazy diesel embark fantasy
among bargain buddy choice creanm diet embody farm
amount barrel budget choose credit differ embrace fashion
amused base buffalo chronic creek digital emerge fat
analyst basic build chuckle crew dignity emotion fatal
anchor basket bulb chunk cricket dilemma employ father
ancient battle bulk churn crime dinner empower fatigue
anger beach bullet cigar crisp dinosaur empty fault
angle bean bundle cinnamon critic direct enable favorite
angry beauty bunker circle crop dirt enact feature
animal because burden citizen cross disagree end february
ankle become burger city crouch discover endless federal
announce beef burst civil crowd disease endorse fee
annual before bus claim crucial dish enemy feed
another begin business clap cruel dismiss energy feel
answer behave busy clarify cruise disorder enforce female
antenna behind butter claw crumble display engage fence
antique believe buyer clay crunch distance engine festival
anxiety below buzz clean crush divert enhance fetch
any belt cabbage clerk cry divide enjoy fever
apart bench cabin clever crystal divorce enlist few
apology benefit cable click cube dizzy enough fiber
appear best cactus client culture doctor enrich fiction
apple betray cage cliff cup document enroll field
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o

e the wordlist is created in such a way that it’s enough to type the first four letters to un-

a) smart selection of words

ambiguously identify the word

b) similar words avoided

® word pairs like “build” and “built”, “woman” and “women”, or “quick” and “quickly”
not only make remembering the sentence difficult but are also more error prone and
more difficult to guess

¢) sorted wordlists
e the wordlist is sorted which allows for more efficient lookup of the code words (i.e. im-
plementations can use binary search instead of linear search)

o this also allows trie (a prefix tree) to be used, e.g. for better compression

The wordlist can contain native characters, but they must be encoded in UTF-8 using
Normalization Form Compatibility Decomposition (NFKD).

From mnemonic to seed

A user may decide to protect their mnemonic with a passphrase. If a passphrase is not

>

present, an empty string “” is used instead.

To create a binary seed from the mnemonic, we use the PBKDF2 function with a mne-
monic sentence (in UTF-8 NFKD) used as the password and the string “mnemonic” +
passphrase (again in UTF-8 NFKD) used as the salt. The iteration count is set to 2048 and
HMAC-SHAS512 is used as the pseudo-random function. The length of the derived key is
512 bits (= 64 bytes).

This seed can be later used to generate deterministic wallets using BIP-0032 or similar
methods.

The conversion of the mnemonic sentence to a binary seed is completely independent from
generating the sentence. This results in a rather simplc code; there are no constraints on
sentence structure and clients are free to implement their own wordlists or even whole sen-
tence generators, allowing for flexibility in wordlists for typo detection or other purposes.

Although using a mnemonic not generated by the algorithm described in “Generating the
mnemonic” section is possible, this is not advised and software must compute a checksum
for the mnemonic sentence using a wordlist and issue a warning if it is invalid.

The described method also provides plausible deniability, because every passphrase gener-
ates a valid seed (and thus a deterministic wallet) but only the correct one will make the de-

sired wallet available.

Wordlists

Since the vast majority of BIP39 wallets supports only the English wordlist, it is strongly
discouraged to use non-English wordlists for generating the mnemonic sentences.

If you still feel your application really needs to use a localized wordlist, use one of the fol-
lowing instead of inventing your own.
o Wordlists

Test vectors

The test vectors include input entropy, mnemonic and seed. The passphrase “TREZOR”
is used for all vectors.

https://github.com/trezor/python-mnemonic/blob/master/vectors.json

Also see https: //github.com/bip32JP/bip32JP.github.io/blob/master/test
_JP_BIP39.json

(Japanese wordlist test with heavily normalized symbols as passphrase)

Shortcomings

Some shortcomings have been identified with this proposal:

Generated seed depends on the wordlist that was used for the mnemonic. Because the
“mnemonic to seed” process uses the mnemonic sentence directly rather than the origi-
nal entropy, translating the mnemonic to a different wordlist necessarily creates a com-
pletely different seed. This is not an issue if you only support the English wordlist, as
recommended above.

Because the seed is generated by hashing the mnemonic, it is not possible to represent an
arbitrary BIP-0032 seed via a BIP-0039 sentence: the conversion is one-way only (from
BIP-0039 sentence to BIP-0032 seed).

The checksum is short. This means it only gives modest odds of catching random errors

(1-in-256 errors will be missed). It is also not able to provide any assistance in correcting
errors.

No versioning scheme. When originally introduced, there was no way to distinguish the
address format that should be used for a BIP-0039 key. This is now largely mitigated by
use of descriptor wallets (BIP-0380) in addition to a seed however.

Related Work

The authors of BIP-0039 proposed the SLIP-0039 scheme as an intended successor to BIP-
0039 improving on the above shortcomings.

Reference Implementation

Reference implementation including wordlists is available from

http://github.com/trezor/python-mnemonic
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