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Secure Hash Standard

SHA-256
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Information Technology Laboratory - Gaithersburg, MD 20899-8900

This standard specifies hash algorithms that can be used to generate digests of messages. The digests are used to detect whether

messages have been changed since the digests were generated.

Parameters

The following parameters are used in the secure hash algorithm specifi-

cations in this Standard.

Working variables that are the w-bit words used in the
computation of the hash values, H (9),

The /™ hash value. H ) is the 7n7¢4] hash value; H (V) is
the fznal hash value and is used to determine the message

digest.
The jth word of the 7 hash value, where H (()i) is the left-

most word of hash value 2.

Constant value to be used for the iteration t of the hash

computation.

Number of zeroes appended to a message during the

padding step.

Length of the message, M, in bits.
Number of bits in a message block, M (?),
Message to be hashed.

Message block ¢, with a size of m bits.

The jth word of the 71 message block, where Méi) is the

left-most word of message block <.

Number of bits to be rotated or shifted when a word is

operated upon.
Number of blocks in the padded message.
Temporary w-bit word used in the hash computation.

Number of bits in a word.

The " w-bit word of the message schedule.

Symbols and Operations

The following symbols are used in the secure hash algorithm specifica-

tions; each operates on w-bit words.
Bitwise AND operation.
Bitwise OR (“inclusive-OR”) operation.
Bitwise XOR (“exclusive-OR”) operation.
Bitwise complement operation.

Addition modulo 2%.

Left-shift operation, where £ << 7 is obtained by discarding
the left-most m bits of the word & and then padding the

result with v zeroes on the right.

Right-shift operation, where > n is obtained by
discarding the right-most 7 bits of the word x and then
padding the result with 7 zeroes on the left.

The following operations are used in the secure hash algorithm

specifications:

The rotate left (circular left shift) operation, where  is a
w-bit word and n is an integer with 0 < n < w, is defined
by ROTL"(z) = (x < n) V (z > w — n).

The rotate right (circular right shift) operation, where
is a w-bit word and n is an integer with 0 < n < w, is
definedby ROTR"(z) = (z > n) V (z < w — n).

The right shift operation, where & is a w-bit word and 1 is
an integer with 0 < n < w, is defined by SHR" (x) =

r > n.

SHA-224 and SHA-256 Functions

SHA-224 and SHA-256 both use six logical functions, where each func-
tion operates on 32-bit words, which are represented as x, ¥, and z. The
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result of each function is a new 32-bit word.
Ch(z,y,2) = (z \Ny) ® (—z A 2)
Maj(z,y,z) = (x ANy) @ (z AN z) @ (y A 2)

1256} (1) = ROTR?(z) ® ROTR(z) ® ROTR*(z) (4.4)
S %56 (2) = ROTR®(z) ® ROTR" (z) ® ROTR®(z) (4.5)
0% (z) = ROTR(z) ® ROTR®(z) ® SHR®*(z)  (4.6)
o\®%(z) = ROTR"(z) ® ROTR"(z) ® SHR(z)  (4.7)

SHA-224 and SHA-256 Constants

SHA-224 and SHA-256 use the same sequence of sixty-four constant
32-bit words, Kéz56}, K 1{256}, e Kg%}. These words represent the
first thirty-two bits of the fractional parts of the cube roots of the first
sixty-four prime numbers. In hex, these constant words are (from left to

right)

428a2t98
d807aa9%98
e49b69cl
983e5152
27b70a85
a2bfe8al
19a4c116
748f82¢ee

71374491
12835h01
efhe4786
a83lcbéd
2e1b2138
a8labb4ab
1e376c08
78ab5636f

b5cOfbcf
243185be
0fcl9dcé
b00327c8
4d2cédfc
c24b8h70
2748774c
84c87814

e9b5dbab
550c7dc3
240calcc
bf597fc7
53380d13
c76ch5la3
34b0Bbchb
8cc70208

3956¢25b
72be5d74
2de92c6f
c6e00bf3
650a7354
d192e819
391c0Och3
90befffa

59f111f1
80deblfe
4a7484aa
dba79147
766a0abb
d6990624
4ed8aada
a4506ceb

923f82a4
9bdc0b6a?
5cbhBa%dc
06cab3shl
81c2c92e
f40e3585
5b9ccaaf
bef9a3f7

ablchedb
cl9bf174
76t988da
14292967
92722c85
106aa070
682e6ff3
c67178f2

SHA-1, SHA-224 and SHA-256

Suppose that the length of the message, M, is £ bits. Append the bit “1”
to the end of the message, followed by k zero bits, where k is the small-
est, non-negative solution to the equation £ + 1 + k£ = 448 mod 512.
Then append the 64-bit block that is equal to the number £ expressed
using a binary representation. For example, the (8-bit ASCII) message
“abc” has length 8 X 3 = 24, so the message is padded with a one bit,
then 448 — (24 4 1) = 423 zero bits, and then the message length, to
become the 512-bit padded message

423 64
01100001 01100010 01100011 1 00...00 00...011000
- ~\~ < = N~ < - N~ - 7/2_4/
“a‘” ttb” “C” —

The length of the padded message should now be a multiple of 512 bits.

SHA-1, SHA-224 and SHA-256

For SHA-1, SHA-224 and SHA-256, the message and its padding are

parsed into N 512-bit blocks, M(l), M(z), e MW Since the 512
bits of the input block may be expressed as sixteen 32-bit words, the first

32 bits of message block ¢ are denoted M, (i), the next 32 bits are M (i),

and so on up to M. 1(?

SHA-256

For SHA-256, the initial hash value, H (0), shall consist of the following
eight 32-bit words, in hex:

H\Y = 6209e667

H” = bb672e85

H” = 3c6e£372

" = abaf£53a

H" = 510e527¢

H" = 9b0o5688c

" = 1£83d9ab

H!” = 5be0cd19

These words were obtained by taking the first thirty-two bits of the frac-

tional parts of the square roots of the first eight prime numbers.

SHA-256

SHA-256 may be used to hash a message, M, having a length of ¢ bits,
where 0 < £ < 2%, The algorithm uses 1) a message schedule of sixty-
four 32-bit words, 2) eight working variables of 32 bits each, and 3) a
hash value of eight 32-bit words. The final result of SHA-256 is a 256-

bit message digest.

Excerpt: Sections 2.2, 4.1.2, 4.2.2, 5.1.1, 5.2.1, 5.3.3 and 6.2 of the Standard.

The words of the message schedule are labeled Wy, W7, ..., Wegs. The
eight working variables are labeled @, b, ¢, d, e, f, g, and h. The words
of the hash value are labeled Héi), H 1(i), e 7(i), which will hold the
initial hash value, H (O), replaced by each successive intermediate hash
value (after each message block is processed), H () and ending with the

final hash value, HV), SHA-256 also uses two temporary words, T} and
T5.

SHA-256 Preprocessing

Set the initial hash value, H(), as specified in Sec. 5.3.3.
The message is padded and parsed as specified in Section 5.

SHA-256 Hash Computation

The SHA-256 hash computation uses functions and constants previ-
ously defined in Sec. 4.1.2 and Sec. 4.2.2, respectively. Addition (+) is
performed modulo 232,

Each message block, M (1), M (2), oo, M M) is processed in order, us-
ing the following steps:

Fori=1to IV:
{
1. Prepare the message schedule, { W }:
MY 0<t<15
W= {0?56}(1%2) + Wi + 0({)256}(VVt—15) + Wi 16 <t <63

2. Initialize the eight working variables, @, b, ¢, d, e, f, g, and h,
with the (7-1)*" hash value:

a= Héi_l)
b=H'Y
c= Héi_l)
d=H{"
e = I—If_l)
= H5(i—l)
g — HGD
h=H'Y

3. For t=0 to 63:

{
Ty = h+ Y% (e) + Chle, £, 9) + K + W,
Ty = 32§ (a) + Maj(a, b, ¢)

h=g
g=1r
f=e
e=d+ T}
d=c
c=2>b
b=a
a="T+1T

}

4. Compute the /" intermediate hash value H (@),
HY =a+H™
HY —p+ HIY
HY = c+ H{
HY =d+ Hy ™"
HY =e+ H{ Y
H5(¢) _fy Héi—l)
Hf(ii) gt Héi—l)
HY = h+HY

}

After repeating steps one through four a total of IV times (i.e., after pro-
cessing M (N )), the resulting 256-bit message digest of the message, M,

1S

N N N N N N N N
g™ N 71 5B B B2 5N 5
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