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Asstract. This memo describes a protocol suite which supports an infinite number of monkeys that sit at an infinite number of typewriters in order to determine when they have either produced the entire works of William Shakespeare or a good television show. The suite includes commu-
nications and control protocols for monkeys and the organizations that interact with them.

1. Introduction

I has been posited that f an infinite number of monkeys sit at an infinite number of typewriters ind ran-
s, they will F Shak 1] (2). Bur i such a fear

s Aum)\ph)h&d (e et e A st B 7 By e

Shakespeare's works into Esperanco? How coukdone buikd a sysem cht obainschese works w
i the b e of monkeys,such s e and oo Nobody s adresed the pracicl mplcionsof
theseimporcant questions [3],

In additon, it would be a waste of esources ifsuch a sizable efort only focused on Shakespeare. With an in-

A remarkable, elegant litle C function was written to implement I-TAG processing, but it has to0 many
lines of ode toinclude in this margin [11

5. KEEPER Specification

Following is a description of the Efficient Emulation Protocol for E R
(KEEPER), which the ZOO uses to communicate with the SIMIAN. The IMPS protocol number for
KEEPER is 1.

KEEPER is a connectionless protocol. The ZOO sends a request to the SIMIAN wsing a single IMPS

scribes how to end world poverty,cure disease, i iy, wite e

O with another IMPS packet. The data portion of the
packetis

vision 4] Such an
b effctively utlized to

and, with he propei desgn, could
ke th word s whole o bghe” ]

The Infinite Monkey Protocol Suite (IMPS) s an experimental set of pratocols that specifis how monkey
colleted, transferred, and reviewed for cither historical aceuracy (in the case of
Shakespearean works) or innovation (in the case of new works). It also provides a basic

transeripts may be

v Version \'wunesane 0T hessee e |

Version, Type, Message ID, and Message are all 16-bit integers.

framework fo performing normal monkey maintenance

2. Objects in the Suite

F S S G e I . i e, L
ally located in Zone Operations o

ment, obtain transcripts from the monkeys” typewriers, and ineract ith other entites who evaluate the
tanscrips
ASIMIAN (SemiIntegrated, Morley-Interfacing Anthropomorphic Node) is adevie thatis physclly a
tache o the monkey: It provides the communications inteface betwen & monkey and s ZOO, It s effc
s o O using human |
" d requestson

‘The SIMIAN uses the Cross-Habitat Idiomatic Message Protocol (CHIMP) o communicate with the
Z00. The ZOO uses the Knowledgeable and Effcient Emulation Protocol for Ecosystem Resources
(KEEPER) o interact with the SIMIAN.

‘The Z0O obains typewriter transcrpts from the SIMIAN, which i responsibe for converting the
monkey’s typed textinto an electronic format if non-digical typewrites are used. The ZOO may then for-
ward 3 IMPS defi hre

viewer protocols,although others could be added.

been published, the ZOO for-
T R e e ) e e
script matches one or more documents n its annes. The ZOO sends the transcript to a BARD using the
Toter Annex Message Broadcasing Protool for Evaluting Neoclascal Transcrpes (AMB-PENT). The

instead ofth org

P \ “classical” i N.
For new and potendaly innovative works, the ZOO' submits a transcipt to a CRITIC (Colletive
Reviewer's Innovative Transcript Inegration Center). The CRITIC decermines ifa ranscrpt issuffcently
innovative to be published. The ZOO uses the Protocol for Assessment of Novelty (PAN) to communicate
with ITIC. The process of using PAN to send 2 ranseript to.a CRITIC is sometimes refered to as
foreshadowing.
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3. IMPS Packet Structure

AIIMPS protocols musc utiize the following packe structure.
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“The Version, Sequence Number, Protocol Number, and Reserved fields are 32 bic unsigned integers. For

IMPS version 10, che Version must be 1. Rescrved muse be 0 and willalweays be 0 in future uses. Itis in-
cluded because every other protocol specification includes a “Furure use’

changes and i thercfore a waste of bandwidth and memary. 6] 7] ]

escrved fied which never, ever

‘The Source and Destination are identifiers for the IMPS obiects that are communicating. They are repre-
sented using Infinite TAG (see nextsection).

“The Data section contains daea whichis of aebitrary engeh.
“The Sze feld records the sze of th entir packet using Infinite TAG encoding.

“The end of the packet may contain extra padding, between 0 and 7 bits, to ensure that the size of packetis
rounded out to the next byte

4. Infinite Threshold Accounting Gadget (I'TAG) Encoding

Each SIMIAN reqires IMPS. Thi
IMPS identifier,referred to as an Infnite Threshold

‘The ITAG can represent
numbers of any size.

o uniquly denifycach STMIAN,  sysen s i thas s ol feprsening an e mber
of identifers. The st ofall =

However,
y specfy e bewed o an
integer. This approach cannot work well in an IMPS network with an infinite number of monkeys ta
manage.

Practically speaking, one could sclect a byte size which could represent an nteger that s greater than the
number of atoms in the known universe, There are several limitations to this approach, however: (1) it

KEEPER he version i 1)

Type

the type of message being sent. 0'is a request; 1 s a esponse

Message Code = the specfic message being sent
When a ZOO sends a KEEPER request, the SIMIAN must send 3 KEEPER response which uses the same
Mesage ID as the original request

5.1 KEEPER Message Request Codes (ZOO-to-SIMIAN)

cone e oescRIPTION
o ReseRiED Reserved

1 satis [rm————

2 HEARTBEAT Check osee fmonkey has a heartbeas
3 ke Wake up monkey

4 e Makesure monkey s yping

s FASTER Monkey must typ fser

B TRANSCRIPT Send canserip

7 siop Stap ll monkey busines

= FuTuRE [RST T —

513 SR Uer defined

5.2 KEEPER Message Response Codes (SIMIAN-to-ZOO)

cone ane oescripTION
0 ResERvED Tl

1 nsteer Staus: Monkey s sep

2 soe ‘Staus: Monkey i notat ypewitr

3 orsTRCTED St Monkey s dsrcted (o yping)
4 NoRESPOISE o T ——

s Actve Staus: Monkeyislive

0 o6 Staus: Monkeysdesd

7 Accepr [T ——

0 RefsE Monkey efsesregest

sz iR Resesed forfuure e

513 [ Userdefined

5.3 Requirements for KEEPER Request and Response Codes
KEEPER.

1A SIMIAN must respond to a STATUS request with an ALIVE, DEAD, ASLEEP, GONE,
DISTRACTED, or NORESPONSE code.
2. A SIMIAN must respond to  HEARTBEAT request with an ALIVE or DEAD code. SIMIAN imple.

mentors must be careful when checking the heartbeat of very relaxed monkeys who practie transcen
dental med

3. ASIMIAN mus rspone 03 STOP s with s NORESPONSE, ALIVE, DEAD, or GON cde.
How a SIMIAN stops the monkey is implementation-specific. However, the SIMIAN should preserve
the monkey's ALIVE status to protect the ZOO from being shut down by authoricis or animal rights
groups. If the monkey is present but the SIMIAN incerface is unable to verfy whether the monkey is
ALIVE or DEAD, chen it mus usc s NORESPONSE.

4. A SIMIAN should respond to a TYPE or FAS
are deadlines. The only other allowed responses are REFUS

STER request with an ACCEPT code, :Sp«ully n zh(rc

, ASLEEP, GONE, NORESD(
DEAD. This protocal does not define what actions should be taken if a SIMIAN respm\ds w\(h
REFUSE, athough a BRIBE_BANAN

5. A SIMIAN must respond to 3 WAKEUP request with ACCEPT, REFUSE, GONE, NORESPONSE,
or DEAD,

6. A SIMIAN must respond to 8 TRANSCRIPT request by escablishing 2 CHIMP sesion to send the
transcript o the ZOO,

5.4 Example ZOO-to-SIMIAN Exchanges using KEEPER.

Assume a ZOO (SanDicgo) must interact with a monkey named BoBo, Using KEEPER, SanDiego would
interface with BoBo's SIMIAN (BoBoSIM). The following exchange might take place if BoBo begins to
evolve self awareness and independence.

Sandtegor STATUS
st psTucres

Sabion TP
Sandiegon TYPE

-

place carly ing,
workingat s ypewriter very lat the nigh beforc.

Sondisgos WAKELP

g0 wikeie
. oResONSE
Srtag Tt

Sonan TIMSCRIPT

would ncdlesly y p
y 6. CHIMP ificatie
8 iy  enciy plements IMPS s probi: Following s desciption ofthe Cross Habita Idiomatic Message Protocol (CHIMP), which the SIMIAN
blyery, them. The
Netsring,ic. strings own sz, However, netsrings CHIMP s c . protocol. A SIMIAN (che “clint”)sends  seres ofrequests tothe ZOO

cepred as a sandard, and they do not scal to infinty. As sated in (9], “[Greater han] 99999999 bytesis

bad.” Well pu.

A scheme for identifing abitrary dates ws also consdered for implementaton (10], While e soves the

Y10K problem and docs scale to P

‘While chis may not scem important n an environment that has cnough resources to support an infnce
purpose

et such 3 represenation o binary number (et bsed on the author’s implementation, which was
T DT L ) ) B e S e
implementitions. Finaly the author ofthis document sort of forgot about that REC

(the“server), whichsendseplcs bck o th SIMIAN.

6.1. SIMIAN Client Requests

SEND <resource>
The SIMIAN is requesting s specific resource. The resource may be FOOD, WATER, MEDICINE,
VETERINARIAN, or TECHNICIAN. The SIMIAN makes requests for FOOD or WATER by inter
preting the monkey's behavior and cavironment, g, s food dish. It requests MEDICINE or
VETERINARIAN if i observes that the monkey's healch is declining in any way, e g carpal tunnel syn-

include it properly, and was already emotionally atached to the ITAG idea anyway. e ;mu be noted,
hawever, that if a monkey had typed this particular sction and i was submitted to a CRITIC, it would
p

An LTAG is divided into three sctions:

| wemsze 1 sm 1w |

drome How i pecific. I cases where
the SIMIAN el may be malfunceoning, i may requesea TECHNICIAN.

REPLACE <iten>
“The ZOO must repace an item that i used by the monkey during typing actvitis, The e to be re-
placed may be TYPEWRITER, PAPER, RIBBON, CHAIR, TABLE, or MONKEY.

CLEAN <itens
“The SIMIAN is requesting that the ZOO muse clan an fem. The tem may be CHAIR, TABLE, or
MONKEY. How the ZOO
protocol because it has been theorized that i an infinite number of monkeysse at an infinite number of

1z METASIZE (s e A 53 s AN o
METASIZE N 270 b . e st WY <status>
AN s A A i o o e o
KEEPER proocol . ASLEEP, GONE, DISTRACTED, NORESPONSE, ALIVE,or DEAD,
where N that 27N exceeds the number of bits req TRANSCRIPT <size>
ofbytes thatare necssary o store th D i, SIZE). e STMIAN otfiesthe Z00 of s wanscrpt fom the ol The numbesof charscers i the
ThesizE | i " pisspes
A ore
lunky ‘memory and y T

thuhn]:\\(hmZ"N{mrm ¥N),
resent X. The math could be lightly incorrect, but it sounds right.

6.2. Z0O Server Responses
WELD <free text>
Upon nital conncction, the ZOO muse send s HELO repy

Status of this Memo. This memo provides information for the Internet community. It does not specify an

Internet standard of any kind. Distribution of this memo is unlimited

AccepT
The ZOO willull the SIMIAN's reqest.
DELAY
The ZOO willulfl che SIMIAN's request ¢ et
REFUSE
The ZOO refuss o fulfil he SIMIAN's request
RECEIVED
Thez0O fo h

6.3 Example SIMIAN-t0-ZOO Session using CHIMP
Assume 2 morikey BoBo with a SMIAN incerfice named BoBoSIM, and a ZOO named SanDicgo. Once
the BoBoSTM client has esablished a connection to the SanDicgo server, the following sesion might take
place.

Sbtao s o rsion .0 4312500

Sanbisgo ACCET

oo TRSCUPT 87

sanpsege>

GaBosim. vkovn 1 hate Bk Xk feEL hunary and SIek soNT

Sandiege> RECETVED A

SoBusI®e 560 0D

Sanbieaos Acce

7. IAMB-PENT Specification

Following i  description of the Inter-Annex Message Broadcasting Protocol for Evaluating Neoclassical
NT), which a ZOO uses 3BARD. The

TAMB.PENT is a connection-oriented protocol. A ZOO (the “clent”) sends a transeript phrases to the

BARD (the “server”), which evaluates pt and noifis the ZOO if il of
classical work or aportion thereof.
7.1. ZOO Client Requests
RECEIVETH <transcript name>
The ZOO notifies th The name

ANON <size>
‘The ZOO notifies the BARD that a transcript of the given size is to be provided soon. The txt of the
transeripeis then sent.

ABORTETH <AZ> <U3> <A3> <Ud> <hé> <US> <AS>
‘The ZOO naifies the BARD that i is about to close the connection. The ZOO must specify a closing

3, Ad,and AS U3, Us, and Us

the CRITIC uss  rft code of 0, henthe sl rsponse st e ancnyprion sheme i s
lected by the CRITIC. Since the PAN 7
being used, the ZOO might not be able to understand the CRITIC' response.

8.4. Example ZOO-to-CRITIC Session using PAN
Bel RITIC (NoBr

Kebainrs 10k tonin bge L o aner ere

Sandiegos COMLINENT e Tov Your woras are Like

Sooien oL stuays correct.
Sicoon TIAISCIPT Roneokndou Lt amo 743 251

cs, ot stike i sisnity,

Varaiont DOT-CALLUS_VE'LL CHLLYOU

9. Security Considerations

In accordance with the principls of the humane treatment of animals, the design of IMPS specifically pro-
hibits the CRITIC. from contacting the SIMIAN direcly and hurting its feelings. BARDs and CRITICs

The security considerations for the rest of IMPS are similar to those for the original Internet proocols

Specificaly, istakes o d

bacing an eye. Spoofing and denial of service attacks abound if untrusted entities ain access to an IMPS
e

hich contains.
ture of BARD: pect to IAMBPENT l
works,but by design BARDs are incapable ofsealing ranseripts outright

than CRITICs. The open n.
[IT T — d

The ZOO may be left open to exploitation by pseudo-SIMIANS from around the world. A third party
200 and a SIMIAN by flooding the SIMIAN with packes,in

could interrupt communications becweer 1

ID by 1 for each packet. More heinously, the party KEEPER pro-
tocol by sending 2 single STOP request to cach SIMIAN, thus causing a massive denial ofservice through-
ot the ZOO. The party could also spoof a CHIMP request or send filse information such ss 3 DEAD sta

1o addiion, i a Z0O repeaedly ejcts  SIMIAN's requests (especially those for FOOD, WATER, and
VETERINARIAN),then the ZOO may inadrertendly caus ts own derial of servce with respec to that
particular SIM and CHIMP allow the Z0O to detcct this condition in &
timeyFion va the NORESPONSE or DEAD staus codes.

AIBARDS ar inherently Inscure o

tion, which preents them from working relsbly. In the rare cases when a BARD implementtion over.

However, both KEEP)

comes these obstaclks, it is only successful for 15 minutes, and reverts to being insecure immedistely there.
b

afer [14]. Since a CRITIC the success of s BARD

RITIC

I s expected that very few peaple will care about most implementations of CRITIC, and CRITIC them.
selves are inherently insecure. Therefore,securityis not  prioriy for CRITICs. The CRITIC may become
the victm of 1 denial of service attack if too many SIMIANS submit eranseripts at the same time. In addi-
e SMTAN i ol s s Wi by bpoln it VAN (i i 1535
he Pl Jblem). A CRIT I

7.2 BARD Responses
HARK <UI> <h2> <US> <AS> <Ulo> <hd> <US> <hS>
When the Z0O. e BARD. da HARK B a
UL U2, U3, Ui, nd Us. be accented

PRITHEE <A2> <US> <A3> <Ud> <Aé> <US> <AS>
When 3 Z0O uses a RECEIVETH command to specify 3 forthcoming transcript the BARD must re-
spond with a PRITHEE. A2, A3, A4, and AS maust be accented syllables. U3, U4, and US maust not be

REGRETTETH <A2> <US> <A3> <Ud> <Aé> <US> <AS>
I S S S e

U3, U4, and U beaceented.

ACCEPTETH <A2> <US> <AS> <> <hG> <US> <AS>
If the BARD has located the transeript in ts A, i uses the ACCEPTETH command to notify the
dAS U3,Us,

7.3 Example ZOO-to-BARD Session llsmg IAMB-PENT

PENT 70
e o, e vt o vinin rens?

Vil PRETEE thy sy sidon poreth fortt
i o 50

Sormieg> Tt b crut, omy o b i T bas e,
Vittion REORETTEN rone e it thy s veee
SenDiege> ASDRTETH Fste nay one day bles:

8. PAN Specification
Following is 2 desciption of the Protocol for Asscssment of Novely (PAN). A ZOO uses PAN to send
P y aCRITIC, is10(13],

PAN s a connection-oriented proocol. A ZOO (the “unwashed masses”) sends a request to the CRITIC
(the “all-powerful®), wehich sends a response back o the ZOO.

8.1. ZOO Requests
CONPLINENT <text>

‘The ZOO may say something nice to the CRITIC using the given text. The CRITIC does not respond
within the protocol, ly belicved that the CRITIC is more lkely

TRANSCRIPT <nane> <size>
The ZOO norifies the CRITIC of a new transeript for review: The name of the transcript, pls the num.
berof. The text

THANKS
hi thata ZOK

8.2. CRITIC Responses
ST6H <insute>
When the ZOO esablishes 2 connection, the CRITIC must respond wich a SIGH and an optional
insult
IHPRESS_HE
ACRITIC must respond with an IMPRESS_ME once a ZOO has made a TRANSCRIPT request
REJECT <code> REJECT 0 <text>
‘When a ranseript has been received, the CRITIC must espond with a REJECT and a code that inds
cates the reason for ejecion. A table of rejection codes i provided below When the code is 0, the
CRITIC may respond using free text. A CRITIC may send a REJECT before it has rceived or pro-
cessd the il et of the transeipt.
DONT_CALL_US_WE"LL_CALL_YoU
The CRITIC

GRUDGING_ACCEPTANCE
THIS RESPONSE IS NOT SUPPORTED IN THIS VERSION OF PAN. The Working group for the
Infinite Monikey Protocol Suite (WIMPS) agreed that it i highly unlikely that a CRITIC will evr use
this response when a REFECT is avalabe. It s only included s n explanation to implementors who do

ot fully understand haw CRITIC work. In ime, icis posible that a CRITIC may cvolve (in mch the

same way that  morikey might). Should such  time cver come,the WIMPS may decide to support this
responsein lter versions of PAN.

8.3. Table of CRITIC Reject Codes
cone oescaIPTION

© <Encryprd sponse fllowing s below>
T “You'eeimentiog he wheel

2 “Tiiswill v, everscl”

5 “Hub? Ldon'tundenand dhisacal

5 “Ductothe numberofsbmisions, we could not ecepe evey tansrpe.”

€ “Therearn'cnoughcharessnd grphs, Where s th color?

7 “Tmcanky nd decided o e e outon you”

& “Thisis otin withinthe scope of what we r ooking or”

9 “Thisis o dervatve”

30 “Yoursubmision was eceivedsirthe dadlne. Try aai nextye”

Copyright Notice. Copyright (C) The Internet Society (2000). All Rights Reserved.

N version 1 is REJECT, this is of litle conscquence. Care must be taken in future versions if &
GRUDGING_ACCEPTANCE response is allowed. Finally, a transcripe may be lost in transmission, and

o ™PS
may be bester suited to answer this fundamental design problem: i an innovaive work i lost i transmis-
sion, can a CRITIC scll PAN it?

b
A IMPS packets with incor-

will processing malfo
et padding or escrved bits [15] [16] {17

Finaly, o scurity considraionssee made with respct t0 the it that ove the cours of infiie e,

control their owa § w©
T 15].
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