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Prerace. This document specifics the DoD Standard Internet Protocol. This document is based on six carlicr editions of the ARPA Internet Protocol Specification, and the present text draws heavily from them. There have been many contributors to this work
both in terms of concepts and in terms of text. This edition revises aspects of addressing, crror handling, option codes, and the security, precedence, compartments, and handling restriction features of the internet protocol.

3.1. Internet Header Format'

A summary of the contents of the internet header follows:

0 1

2 3

01234567890123456789012345678901

|Version| IHL

|Type of Servicel|

Total Length |

| Identification

|Flags]|

Fragment Offset |

| Time to Live | Protocol

Header Checksum |

| Source Address |

| Destination Address |

| Options

| Padding |

Example Internet Da

Figure 4

Note that each tick mark repres

Header Checksum: 16 bits

gram Header

ents one bt position.

Security (8 ficld): 16 bics

Version: 4 bits X .
e A checksum on the header only. Since some header fields change (e.g., time to live), ehis s recom- 16levels y (eight of which use).
ey (1 puted and verified at cach poin that p
anoaonce ogenenco - tnctasssries
’ 11110001 00126101 - Confidential
THL: 4 bics The checksum algorichm i: en112000 20012020  EFTO
10111260 02001101 - A

Internet Header Length is the length of the internet header in 32 bit words, and thus points to
the beginning of the data. Note that the minimum value for a correct header s 5.

Type of Service: § bits

“The checksum field i the 16 bit one’s complement of the one’s complement sum of all 16 bit
words in the header. For purposes of computing the checksur, the value of the checksum
ficld is zero.

This s 2 simple to compute checksum and experimental evidence indicates it is adequate, but it

02611110 0200110 - PROG
10101111 00016011 - Restrdcted

11610111 10801000 - Secrat

02101012 12600101 - Top Secret

OU110101 11100010 - (Reservea for future uze)
10011020 11210061 - (Reserved for future use)

The 5 of th of the quality of service de- e e e )
' be replaced by a CRC further experience 01001161 01111060 - (Reserved for future use

sired. These parameters are to be used to guide the selection of the actual service parameters 'y be rep! P CREHT SEPEIT o (Tt o (s (220
when d hrough sl ervice prece- - 60010011 02611110 - (Reserved for future use)
B i ) ! Source Address: 32 bits e o - e (o
L ighpr por - 11600100 11016110 - (Reserved fon future use)

ally by accepting only trafic above a certain precedence at time of high load). The major choice is
a three way tradeoff betvween low-delay, high-reliability, and high-throughpur.

The source address. See section 3.2.

Destination Address: 32 bits

11109816 61101611 - (Roservod for future use)

Compartments (C field)s 16 bis
B R By, Aol e S ‘An allcero value i nsed when the informarion transmiteed is ot compartmentec Other vahies
Bits 4; 0 = Normal Torauihuut, 1 = High Toravghaut. . i ; e e e
Bits 51 0 Noral Revibitity, 1 - hioh RevIBILIRY. Options: varisble
sit 67 Reserved for Future Use “The options may appear or ot in datagrams. They must be implemented by all IP modules Handling Restrictions (H field): 16 e

(host and gateways). What is optional s their transmission in any particular datagram, not their
implementation.
d

P

‘The option field is variable in lengeh. T
the formac of an option:

or more opions. Th

“The values for the control and release markings are alphanumeric digraphs and are defined in the

Defense I y Manual DIAM 65-19, ° oy Markings”.

Transmission Control Code (TCC field): 24 bits
Provides a means to segregate traffc and define controlled communities of interest among sub-
seribers. The TCC values are trigraphs, and are available from HQ DCA Code 530.

Precedence
1 - Metwork Control Gase 1: A sinale octet of option-type I d ‘This most once in & datagram.
116 - Intemnetwork Control
161 - CRITIC/ECP Loose Source and Record Route

100 - Flasn Overrdde
o1 - Flasn

010 - Tmnedate

ou1 - priorsty

o0 - Routine

The use of the Delay, Throughput, and Reliability indications may increase the cost (in some

sense) of the service. In one of

with worse performance on another. Except for very unusual cases at most two of these three in-
dications should be set.

The type of service is used to speciy the treatment of the datagram during its transmission
through the internet system,. Example mappings of the internet type of srvice to the actual ser-
vice provided on networks such as AUTODIN 1T, ARPANET, SATNET, and PRNET is given
in “Service Mappings” 5

“The Network C tended to be used within a network only. The
acrual use and control of that designation is up to each nerwork. The Internetwork Control des-

ignation isintended for use by gateway control originators only. IF the actual use of these prece-

is of concern to a p ,itis the responsibility of that network

to control the access to, and use of; those precedence designations

Total Length: 16 bits

Total Length is the length of the datagram, measured in octets, including internet header and

Gase 2: A option-type octet, an option-length octet, and the
actual option-data octets.

The option-length octet counts the option-type octet and the option-length octet as well as the

option-data octets.
“The option-type octetis viewed as having 3 felds:

1 it copied flag,
2 bits option class,
5 bits option number.

The copied flag indicates that this option is copied into all fragments on fragmentation.

0 = not copied
1+ copied

The option classes are:

debugging and measurenent
reserved for future use

“The following internet options are defined:

CLASS NUWBER LENTH DESCRIPTION

. g
1209000111 Length | pointer]  route cata
. o by

Types1s1

The loose source and record route (LSRR) option provides a means for the source of an internet
datagram to supply routing information to be used by the gateways in forwarding the datagram
to the destination, and to record the route information

“The option begins with the option type code. The second octet is the option length which in-
cludes the option type code and the length octet, the pointer octet, and length-3 octets of route
data. The third octet s the pointer into the route data indicating the octet which begins the next
source address to be processed. The pointer is relative to this option, and the smallest legal value
for the pointer is 4.

A route data is composed of a series of internet addresses. Each internet address is 32 bits or 4
octets. If the pointeris greater than the length, the source route is empty (and the recorded route

ddress field.

If the address in destination address field has been reached and the pointer is not greater than the
length, the next address in the source route replaces the address in the destination address field,
and the recorded route address replaces the source address just used, and pointer is increased by

four.

data. This ﬁ‘dd allows the lengeh of a datagram to be up to 65,535 octets. Such long datagrams oo T R, IR ) G A ‘The recorded route address i the internet module’s own internet address as known in the envi-
are impractial for most hosts and networks. All hosts must be prepared o accept datagrams of © 1 - W Operation.  This option oecupdes anty 1 ronment into which this datagram i being forwarded.
up t0 576 octets (whether they arrive whole or i fragments). It s recommended that hosts only actet; 4% has 10 Length octet R ot o o N
) o 2 11 Saeurdty. Used to cary Securdty, “This procedure of replacing the source route with the recorded route (¢hough it isin the reverse
send datagrams larger than 576 octets if they have assurance that the destination is prepared to =l Doae ety e g e o ! ( e
soep e s g, s e sCom(IC1) oo AN of the order it must be in to be used as a source route) means the oprion (and the IP header as a
requirenents. length theinternet
“The number 576 s selected to allow  ressonable sized data block to be transmitted in addition © 3 var. Loose Source Routing. Used to route the
o the required header information. For example, this sze allows a data block of 512 octets plus (S IO ICIEIT) “This option is a loose source route because the gateway or host IPis allowed to use any route of
Eatnplita Lo any number of other intermediate gateways to reach the next address in the route.
© 9 van. Steice Source Routing,  Used to routs the y &

64 header octets to fit in a datagram. The maximal internet header is 60 octets, and a typical in-
ternet headeris 20 octers, allowing a margin for headers of higher level protocos.

internet datagran based on infornation
supplLiod by the source.
0 7 var. Recora Raute. Used to trace the route an

Must be copied on fragmentation. Appears at most once in a datagram.

Ldentification: 16 bits intornat astagran takas Strict Soure and Record Route
0 8 4 Stenio e o carey the stresm
A identifying value asigned by th sender 0 sid inascbling the fragments o  dagram. Soantiriar - - -
T 4 v temet Tisestom Ta00etont| tangtn | painterl  route anta
: 3bics -1
LigE i ey
Vatious Contro Hags. Strciric OvTioN DErNITIONs
“The srice sourceand record route (SSRR) option provides  means forthe source of an nernet
15 02 reserve must b zer0 End of Option List
(ki ot Fragnt el datagram to supply routing information to be used by the gatcvways in forwarding the datagram
o are Fraoments. o the destination, nd to record the route information

Fragment Offset: 13 bits

This field indicates where in the datagram this fragment belongs

“This option indicates the end of the option list. This might not coincide with the end of the in-
ternet header according to the internet header length. This is used at the end of all opions, not
the end of each option, and need only be used if the end of the options would not otherwise co-
incide with the end of the internet header.

May be copied, introduced, or deleted on fragmentation, or for any other reason.

‘The option begins with the option type code. The second octet is the option length which in-
eludes the option type code and the length octet, the pointer octet, and length-3 octets of route
data. The third octet s the pointer into the route data indicaring the octet which begins the next
source address to be processed. The pointer is reative to this option, and the smallst legal value
for the pointer s 4.

A route data is composed of a series of internet addresses. Each internet address is 32 bits o 4
octets. IF the pointer is greater than the lengeh, the source route is empty (and the recorded route

d dress fi

T e bie). T onth
Time to Live: § bits No Operation Ifthe addressin destination address field has been reached and the pointer i not greater than the
P lengeh, che next addres i the source route replaces the address in the destination address ied,

This fied inlicates the maxirnen tirae the datagram is allowed to reraain fn the internes systen,
e EELGE b YT T b e g e s e ) e el

I chis field contains the value zero, then the daragram must be destroyed. This field is modified
in internet header processing. The time is measured in units of seconds, but since every module
that processes a datagram must decrease the TTL by at least one even if it process the datagram
in less than a second, che TTL must be thought of only as an upper bound on the time a data-
gram may exist. The intention is to cause undeliverable datagrams to be discarded, and to bound
the maximum datageam lifecime.

Protocol: § bits
This field indicates the next level protocol sed in the data portion of the internet datagram. The
values for various protocols are specifid in “Assigned Numbers” [9].

Type:
“This option may be used between options, for example, to align the beginning of a subsequent
option on a 32 bit boundary.

May duced, or deleted for

Security
“This option provides a way for hosts to send security, compartmentation, handling restrctions,
and TCC (closed user group) parameters. The format for this option is s follows:

iy 1] ez ff s
sssiccc coclu Wikl e |
"} " VES

e —
110906010100001011555

Type=150 Lengthei1

Prepared for the Defense Advanced Research Projects Agency, Information Processing Techniques Office

four.

The recorded
ronment into which this datagram i being forwarded.

te address i the internet module’s own ddress as known in the envi-

“This procedure of replacing the source route with the recorded route (hough it is in the reverse
of the order it must be i to be used as a source route) means the option (and the TP header as a
theinternet.

“This option is a srict source route because the gateway or host IP must send the datageam di-
rectly to the next address in the source route through only the dircctly connected network indi-
cated in the next address to reach the next gateway or host specified in the route.

datagram

Excerpts section 3.1, Internet Header Format

Record Route

1=
1600001111 Length | pointer|  route data
, s

Type=

“The record route opion provid w© daagram.

‘The option begins with the option type code. The second octet is the option lengh which in-
cludes the option type code and the lengeh octe, the pointer octet, and length-3 octets of route
dara. The third octetis the pointer ino the route daca indicating the octet which begins the next
area to storea route address. The pointer is relative to this option, and the smallestlegal value for
the pointeris 4

A recorded route is composed of a seris of intenet addresses. Each internet address s 32 bits or
4 octes. If the pointer is greater than the lengeh, the recorded route data area is full. The origi-
nating host must compose this option with a large enough route data area to hold all the address
expected. The size of the aption does not change due to adding addresses. The intitial contents
of the route data area must be zero

When an internet module routes a daagra it checks to see if the record route opion is present.
Ificis, it inserts its own internet address as known in the environment into which this datageam
by the pointer, and in-

ing to the recorded route begining
crements the pointer by four.

IF the route dara areais already full (¢he pointer exceeds the length) the datagram is forwarded
without inserting the address into the recorded route. If there is some room but not enovgh
room for a full address to be inserted, the original datagram is considered to be in error and is dis-

carded. In either case an ICMP pr p message may be sent 131
d i ly most once in a datagram
Stream Identifier
1100010001

Type=136 Longth

This option provides a way for the 16-bit SATNET stream identifer to be carried through net-
works that do not support the stream concep

Must be copied on fragmentation. Appears at most once in 2 datagram.

Internet Timestamp

Isi00106] engtn | pointer oriwi il

i [I——— |

Tyve = 68
‘The Option Length i the number of octets in the option counting the type, length, pointer, and
overflow/flag octets (maximum length 40).

‘The Pointer is the number of octets from the beginning of this option to the end of timestamps
plus one (ic. it points to the actet beginning the space for next timestamp). The smalles legal
valueis s, Th the lengeh

is full when the p

The Overflow (oftw) [4 bits] i the number of IP modules that cannot register timestamps due to

Tack of space
“The Flag (flg) [4 bits] values are

0

tine stanps only, stored in consacutive 32-bit words,

1

aach tinestanp 1s proceded with internet address of the
registening entity,

5 — the internet address fields ane prespecified. An 1P
RoduLe only registers its tinestamp if it matches its oun
address with the next specified internet adaress.

‘The Timestamp is a right-justified, 32-bit timestamp in milliseconds since midnight UT. If the
lisecond: respect to midnight UT then any

time may be inserted as 2 timestamp provided the high order bit of the timestamp field is set to
one to indicate the use of a non-standard value.

“The originating host must compose this option with a large enough timestamyp data area to hold
all the timestamp information expected. The size of the option does not change due to adding
timestamps. The intital contents of the timestamp data area must be zero or inernet
address/zero pairs.

IF the timestamp data area is already full (the pointer exceeds the length) the datagram is for-

ed by one.

I there is some room but not enough room for a full timestamp to be inserted, or the overflow
count tself overflows, the original datagram s considered to be in error and is discarded. In ei-
ther case an ICMP parameter problem message may be sent to the source host [3].

The timestamp option is not copied upon fragmentation. It is carried in the first fragment.
Appears at most once in a datagram.

Padding: variable
The internet header padding is sed to ensure that the internet header ends on a 32 bit bound-
ary. The padding s zero.
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